912

IEEE COMMUNICATIONS LETTERS, VOL. 17, NO. 5, MAY 2013

Decode-and-Forward Relay Beamforming for
Secrecy with Finite-Alphabet Input

Sanjay Vishwakarma and A. Chockalingam

Abstract—In this letter, we compute the secrecy rate of decode-
and-forward (DF) relay beamforming with finite input alphabet of
size M. Source and relays operate under a total power constraint.
First, we observe that the secrecy rate with finite-alphabet input
can go to zero as the total power increases, when we use the
source power and the relay weights obtained assuming Gaussian
input. This is because the capacity of an eavesdropper can
approach the finite-alphabet capacity of % log, M with increasing
total power, due to the inability to completely null in the direction
of the eavesdropper. We then propose a transmit power control
scheme where the optimum source power and relay weights are
obtained by carrying out transmit power (source power plus
relay power) control on DF with Gaussian input using semi-
definite programming, and then obtaining the corresponding
source power and relay weights which maximize the secrecy
rate for DF with finite-alphabet input. The proposed power
control scheme is shown to achieve increasing secrecy rates with
increasing total power with a saturation behavior at high total
powers.

Index Terms—Cooperative relay beamforming, physical layer
security, multiple eavesdroppers, finite-alphabet input, semi-
definite programming.

I. INTRODUCTION

ROVIDING security through physical layer mechanisms,

where the intended receiver gets the information reliably
while the eavesdroppers get no information, is an active
area of recent research [1]. Recently, achievable secrecy rates
in cooperative relaying schemes, using amplify-and-forward
(AF) and decode-and-forward (DF) protocols, have been in-
vestigated [2], [3], [4]. In these works, the input alphabet
is assumed to be Gaussian. However, finite-alphabet inputs
(e.g., M-ary alphabets) will be used in practice. The effect
of finite-alphabet inputs on the achievable secrecy rates has
been studied in [5]- [9]. It has been shown that for a chosen
constellation, increasing the power beyond a maximum point
is harmful as the secrecy capacity curve dips continuously
thereafter [5], [6]. Subsequently, in [7], a similar secrecy
rate loss behavior at high transmit powers has been reported
for multiple-input single-output (MISO) channels. It has been
further shown that power control and jamming can restore
the achieved secrecy rate to close to log, M at high transmit
powers. In [8], design of optimum linear transmit precoding
for maximum secrecy rate over multiple-input multiple-output
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(MIMO) wiretap channels with finite-alphabet input has been
investigated. It has been shown that substantial improvement
in secrecy rate can be achieved using the proposed design
compared to the secrecy rate achieved by the design using
Gaussian input assumption. Our contribution in this letter
is that we study the effect of finite-alphabet input on the
secrecy rate of cooperative relay beamforming, which has
not been reported so far. In particular, we consider decode-
and-forward (DF) relaying protocol with an input alphabet of
size M. First, as in the previous studies [5], [6], [7], [9],
we observe that the secrecy rate in DF beamforming also
can go to zero with increasing total power, when Gaussian
input optimized source power and relay weights are used with
finite-alphabet input. This is because the information rate of
an eavesdropper can approach % log, M with increasing total
power, due to the inability to completely null in the direction
of the eavesdropper. To alleviate this issue, we propose a
transmit power control scheme where the optimum source
power and relay weights are obtained by carrying out transmit
power (source power plus relay power) control on DF with
Gaussian input alphabet using semi-definite programming,
and then obtaining the corresponding source power and relay
weights which maximize the secrecy rate for DF with finite-
alphabet input.

II. SYSTEM MODEL

Consider the cooperative relay beamforming system model
shown in Fig. 1, which consists of a source node S, N relay
nodes {Ry,Rs2,---,Rn}, an intended destination node D,
and J eavesdropper nodes {Fi, Eo, -, E;}, where J can
be greater than N (i.e., more eavesdroppers than relays). In
addition to the links from relays to destination node and relays
to eavesdropper nodes, we assume direct links from source
to destination node and source to eavesdropper nodes. The
complex fading channel gains between source to relays are
denoted by {77,753, -+ ,vx }. Likewise, the channel gains be-
tween relays to destination and relays to the jth eavesdropper
are denoted by {aj, a3, -, oy} and {ij,ﬂﬁj,--- ,ﬁ}‘vj},
respectively, where j = 1,2,.--,J. The channel gains on
the direct links from source to destination and source to jth
eavesdropper are denoted by aj and f;, respectively. The
channel gains are assumed to be i.i.d. complex Gaussian with
zero mean and variances o3, 2., 07, U,%g.’ and 03 . As in
previous studies [2], global channel state informationliCSI) is
assumed. This assumption can be justified when evesdroppers
are legitimate users in the network [4].

Let Py denote the total transmit power budget in the system
(i.e., source power plus relays power). We consider cooper-
ative beamforming using decode-and-forward (DF) protocol.
Previous studies on the secrecy rate of such relaying systems
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Fig. 1. System model of relay beamforming with multiple eavesdroppers.

have assumed codewords from Gaussian alphabet [2], [3], [4].
Unlike these previous studies, here we consider that the input
codewords are from a finite alphabet of size M.

The source S transmits data in the first hop of transmission.
Let x be the symbol transmitted from the source S with
E{|z|?} = 1. In the second hop of transmission, relays which
successfully decode this symbol retransmit it to the destination
D. Without loss of generality, let all N relays decode the
symbol successfully which aid the communication from S to
D. Let P, denote the power transmitted by the source in the
first hop of transmission, and let {¢1, ¢a,- -+ , dn } denote the
complex weights applied on the transmitted signals at the N
relays in the second hop of transmission.

Letyg, (i=1,2,---,N), yp, and YEy; (J=12,---,J)
denote the received signals at the ith relay, destination D
and jth eavesdropper E,;, respectively, in the first hop of
transmission. In the second hop of transmission, the received
signals at the destination and jth eavesdropper are denoted by
yp, and yg,;, respectively. We have

by = VPsaox +npy,  yr, = VP T + 18, (1)

ye,, = VPBox + ey, ymy, = Biéw +nm,, )

yp, = a' ¢z +1np,, 3)

where ¢ = [¢1,¢2,---,¢n]", @ = [o1,03, -+ ,an]",B8; =

(B, B35, Ba;])" and []7, ()", []' denote transpose, conju-
gate, conjugate transpose operations, respectively. The noise
components, n’s, are assumed to be i.i.d. CA(0, Np). We
rewrite (1) and (3) in the following vector form:

yp =lyp, yp.)" = (VP '@ w + [np, np,]".
[VPiaj alg]”

No(Psch‘)cxg+q’>Taafq.’>)
(4) is transformed to the following scalar equation which is a

sufficient statistics for detecting x at the destination D:

Psafoo —]|;7¢) aa’p )
0

where np is CN(0,1). Similarly, we rewrite (2) in the

following scalar form:

_¢ﬂ%ﬁm+w@@¢
YeE; =

No
where 7g, is CN'(0,1).

4)
with yp,

Taking the inner product of

Yp = T+ Np,

45, ©)

III. SECRECY RATE WITH FINITE-ALPHABET INPUT

First, consider that the source symbol x is from complex
Gaussian alphabet. Let RY,, R ., and RY, denote the in-
formation rates at the destination D, jth eavesdropper E;,
and ¢th relay, respectively, with Gaussian input. Using (5), the
expression for the information rate at the destination D is
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Piagao + ¢laal
0c¥o NO¢) ¢ ) ) N
Similarly, using (6), the expression for the information rate at

1
RY, 3 log, (1+

the jth eavesdropper E; (j =1,2---,J) is
1 P:35;50; + ¢'8,8]¢
Rj, = 5 log, (1+ - N Ak (8)
Using (1), the information rate at the ¢th relay is given by
R%:llogQ(l—F%) i=1,2---,N. ©)

The factor 1 5 appears in (7), (8) and (9) because of the two
hops. Subject to the total power constraint and the information
rate constraint to correctly decode the source symbol by the
relays, the achievable secrecy rate RJ for DF is obtained by
solving the following optimization problem [2]:

9 _ ; 9 _ pg
Ry =max min (R} —Rg,)
« ot
= max min L log ( No + Paagao + d)Taa ? ) (10)
P, j:1,2,--,J 2 N0+Ps/38]-/30j+¢ ﬁjﬁjd)

st.P.>0, Po+¢'¢p < Py, RY >Ry, Vi=1,2--- N, (1)

where the constraints in (11) include power constraints and rate
constraints for the relays to decode the transmitted symbol.
Defining ® = quST, the kth relay’s transmit power is given
by the kth diagonal element of ®@. Further, defining r 2 (NO—|—
Psajag + af®a) and s; = (NO + Ps 35805 + ,8 ®3;), w
can write (10) and (1 1) in the following equlvalent form
1 r
g _ 3 _ 1 —
R Ilgag j:ln211n J 2 log2 2 log, (rl%{% j:11,121,1-1»1-,J Sj) (12)
st. @ =0, rank(®) = 1 Ps >0, Ps +trace(®) < P,

M) M)
No ’

(1+ N
Vi=1,2,-,

1 1
3 log, (1+ 3 log,

N, (13)

where (13) is by using (9) and (7) in (11). Further, relaxing
the rank constraint on ® [10] and dropping the logarithms,
the optimization problem (12) to compute the secrecy rate
expression can be written in the following optimization form:

max min — (14)

P, ® 1,20 S

st. ® =0, P >0, Ps+trace(®) < Py,
N0+P&7:72 > r, VZ:]-????N (15)

The innermost minimization man S— is equivalent to max t
j:1

such that r —ts; > 0,Vj = 1 2,---,J.So, we write (14) and
(15) in the following single max1m1zation form [3]:

Ierslaé max t = P?,l%:v)ft t (16)
st. ® =0, Ps >0, Ps+trace(®) < Py,
No+ Poyivi > r, Vi=1,2,---,N,
r—ts; >0, Vj=1,2---J. 17

For a given ¢, the above problem is formulated as the following
semi-definite feasibility problem:

find P,, ® (18)

subject to the constraints in (17). The maximum value of
t, denoted by ¢,,4., can be obtained using bisection method
as follows. Let t;,q, lie in the interval [¢, t,;]. Check the
feasibility of (17) at t = (¢;;+t,,;)/2. If feasible, then t;; = ¢,
else t,; = t. Repeat this until ¢,; — t;; < ¢, where ( is a
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small positive number. Using ¢4, in (12), the secrecy rate
is given by RI = %1og2 tmaz- As in [10], we numerically
verified that the solution of the optimization problem (16) is
rank-1, i.e., rank(®) = 1. We take ¢ in the largest eigen
direction of relay weight matrix ® and denote it by ¢Y. Let PY
denote the optimum source power. P¢ and ¢? will be used in
the computation of the secrecy rate with finite-alphabet input,
which is described next.

Consider the secrecy rate expression for DF when the
source symbol x is from a finite alphabet of size M. Let
A = {a1,a2, - ,apn} denote the alphabet. We assume that

all elements in A are equiprobable. Now, define I(p) 2

M
11 pn(y — /par)
§M2/pn(y—\/ﬁal)log2 L VpPa
=1 i X_)lpn(y = V/Pam)
where p,,(0) = %e*“)ﬁ. Using (5) and (19), the expression
for the information rate at D with finite-alphabet input is
P.ajog + dplaa’e
N ). (20)
Similarly, using (6) and (19), the information rate at the jth
eavesdropper F; is given by

Ps 355805 + ¢'B,8l¢
). @1

Using (1) and (19), the information rate at the ith relay is
given by

dy, (19)

R}, =1I(

R, =1

Povivi
Rf, = 1(=31). (22)

0
Using (20), (21) and (22), we write the secrecy rate expression
as

Rf = max min i (R], — R{Ej) (23)

Ps,¢p j:1,2,-
st. P.>0, P+ ¢'¢p < Py, R, >R}, Vi=1,2,--- N. (24)

Solving the above problem for optimum source power P, and
¢ for a given total power Py is hard. One option would be
to use the P? and ¢? obtained from (16). But, if P¢ and ¢?
obtained from (16) are used directly in (23) without transmit
power control for a given total power F, it could be adverse
and lead to reduced secrecy rate as has been pointed out for the
case of MISO in [7]. For the case of DF relay beamforming,
we find the optimum transmit power P,,; (source power plus
relay power) and the corresponding P¢ and ¢? such that the
secrecy rate with finite-alphabet input in (23) is maximized
for a given total power Py. In the appendix, we prove that R/
is a unimodal function of the total power P, when PJ and
@7 are used to find Rf. Therefore, we can use the gradient
based method given below to find F,,; and the corresponding
P9 and ¢7.

Step 1: Let P,y lie in the interval [Py, Pyl, Py > 0,
P, < Py. Let € be a small positive number.

Step 2: P,y = (Py+ Pu)/2. Solve (16) for P9(—e) and
¢?(—e¢) at total power P, — €. Solve (16) for PJ(+¢) and
¢?(+¢) at total power P, + €.

Step 3 : Compute secrecy rate with finite-alphabet input
in (23) at P9(—¢), ¢?(—¢) and PY(+¢), ¢?(+€), and denote
them by RI(—¢) and RI(+e€), respectively. If Rf(—¢) <
RI(+e), then Py = P,py; else Py = Popy.

Repeat Step 2 and Step 3 until P,; — P;; < 6§, where ¢
is a small positive number.
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Fig. 2. Secrecy rate versus total power in DF relay beamforming with two
relays (IN = 2) and one eavesdropper (J = 1).

We note that (29) can also be used in Step 2 and Step 3,
i.e., compute (29) at P,,; = (Py + P.;)/2 and check the sign
of (29) to find the new FPj; and P,;. Alternatively, instead of
using the gradient based algorithm described above, Golden
section search (a technique for finding the extremum of a
strictly unimodal function) can be used.

IV. RESULTS AND DISCUSSIONS

We numerically evaluated the secrecy rate for DF relay
beamforming for two relays (N = 2), varying number of
eavesdroppers (J = 1,2), 16-QAM (M = 16) and Ny = 1.
The following system parameters are used with and without
direct links to destination and eavesdroppers: 0 = 0, =4,
Oar = Oap = 4, ogr = 0gz = 1, og:, = 0gy, = 2. With
direct links, oo = 2,08: = 0.5,04:, = 1. With no direct
links, oq; = opy, = 0,7 = 1,2. These parameter settings
correspond to the case where the relays-to-destination links
are stronger than the relays-to-eavesdroppers links. Source-to-
destination link is stronger than the source-to-eavesdroppers
links, when direct links are present. We plot the secrecy rate
versus total power P with and without direct links for 1 and
2 eavesdroppers in Figs. 2 and 3, respectively. In each figure,
secrecy rates for three different cases - denoted by (1), (2)
and (3) in the legends - are plotted. In case (1), secrecy rates
with Gaussian input are plotted. In case (2), secrecy rates with
16-QAM input using Gaussian optimized source power and
relay beamforming vectors (without transmit power control)
are plotted. In case (3), secrecy rates with 16-QAM using the
source power and relay beamforming vectors obtained using
the proposed transmit power control scheme are plotted.

From Fig. 2(a), we can observe that the secrecy rates with
16-QAM input without and with transmit power control are
the same. This is because with 2 relays and 1 eavesdropper,
complete nulling is achieved at the eavesdropper, resulting
in zero information rate at the eavesdropper. Therefore, the
secrecy rate follows the information rate at the destination,
which increases with increasing total power, approaching the
finite-alphabet capacity of %log2M = 2 bits/channel use.
However, such complete nulling may not be possible when
the number of eavesdroppers are more than or equal to the
number of relays, resulting in non-zero information rates at
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Fig. 3. Secrecy rate versus total power in DF relay beamforming with two
relays (N = 2) and two eavesdroppers (J = 2).

the eavesdroppers that grow with the total power. Also, the

information rate at the eavesdroppers will grow with total (R}, —

power if direct links between the source and eavesdroppers
exist, resulting in reducing secrecy rate with increasing total
power. This behavior is observed in 2(b). Figures 3(a) and 3(b)
illustrate the effect of such non-zero information rate at the
eavesdroppers on the secrecy rate when J > N (for N = 2,

= 2). In Figs. 3(a) and 3(b), it can be observed that the
secrecy rate without transmit power control (i.e., case (2))
increases with total power up to some point and then starts
decreasing and goes to zero. This is due to the inability to
completely null at the eavesdroppers, and, in addition, due to
the presence of direct links to the eavesdroppers (in case of
3(b)). So, the information rates at both D and E;’s grow and
approach the finite alphabet channel capacity of % logy M. On
the other hand, the proposed transmit power control scheme
(i.e., case (3)) is able to avoid the secrecy rate decrease with
increase in total power. With the proposed transmit power
control, the secrecy rate increases with total power with a
saturating behavior at high total power. Finally, we note that
the secrecy rate can be increased by using the remaining
available power for jamming purposes. Also, finite-alphabet
secrecy rates with partial/imperfect CSI can be investigated as
future extension to this work.

APPENDIX

We first show that for a given total power Py, the Gaussian
secrecy rate [?¢ in (10) attains its maximum when P +¢T¢> =
Py, i.e., when entire total power is used. We write (10) and
its constraints (11) in terms of a N + 1 length vector ) as

9 _ i 9 _RI ) =
R} = mex min (Rp — RE)

: 1 PrAp, 1 Y By
mng:lfgyl'l.l"‘] 3 log, (1+ No ) — 3 log, (1+ To) (25)

1 ’I,L’Tcz"l,b

st. 'Y <P, Ry — R}, = 5 log, (1+ TO)
——1og2 (1+ ‘/’A‘;"j’) >0, Vi=1,2---,N, (26)
where ¢ = [¢0, @\, Py = ¢j¢o, and A, B, and C; are (N +

1) x (N 4 1) matrices given by A = [aa, 0, 0, aa’] = 0,

B; = [8;,8;> 0; 0, 3,81] = 0, C; = [{;, 0; 0, 0] = 0.
Let the solution of the above optimization problem be )9 =

V' Pipd, where 17 is a unit-norm vector in the direction of
1Y, and let RY > 0. From the power constraint, 97?9 =

. d(R )
Pypdiapd = P < Py. Since — 5 Re) >0 at = \/—¢
vj=1,2, J, and “EmEB) S g g0 g = /Pys,
1,2,--- N, thls implies that the secrecy rate maximum occurs

at P = P,. We next show that secrecy rate with finite-alphabet
input using P¢ and ¢? has unique maximum in FPy. From the
above result and (5), (6), the SNRs at the destination DD and
at the jth eavesdropper E; are given, respectively, by

Plagao + ¢ aale?  pifAypg o
N = No Py = PDP07 2N
PIB Boj + 9t 3 3t H9 gt
/BOJ/BOJ d) ﬂjﬂjd) w B]'l?buP o pE PO (28)
No NO

Using (27), (28) and Theorem 1 in [11] to find the difference
of the derivatives of R} p and R} B, W-I. t. Py, we get

Rf) _ (ppMMSE(pp Py) — pEjMMSE(pEjPo))log2e

P = 5 . (29)

For various M -ary alphabets, it is shown in [11] that a) MMSE
is a strictly monotonic decreasing function in SNR, and b) at
high SNRs, MMSE decreases exponentially (Theorems 3 and
4 in [11]). With the above facts and pp > pgp, > 0, the
difference of the derivatives in (29) will be zero at a unique
point, P, ;. Since pp > pg; > 0, Pope j will be the point at
which (RJ;, — Réj) will be maximum. Finite alphabet secrecy
rate, R{, will be maximum at P,,; = Pyt j, where j = jo
corresponds to the eavesdropper index for which maximum of
(RS, — Réj) is minimum.
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